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o ;2006 6 8 830
o ;20056 6 8 10:30
° . hassaku
° thassaku 25  (smtp, Simple Mail Transfer Protocol)
hassaku
° : hassaku 1 1
( )
hassaku DoS [3]
hassaku
° : DoS
1 1
30 1
2.3 DHCP

o :2005 10 27
o :2005 12 6 16:00
° : HINES DHCP IP
. : HINES DHCP IP (133.87.219.xxX)

192.168.11.xxx IP
° : DHCP
. : windows XP CD-ROM dhcploc.exe

DHCP DHCP IP MAC
DHCP IP MAC
PC LAN
DHCP

DHCP

° : DHCP PC 12 7
1
3
( , Scan)
/ /

21 (ftp, File Transfer), 22 (ssh, SSH Remote Login Protocal), 80 (http,
World Wide Web HTTP), 139 (netbi os-ssn, NETBIOS Session Service), 1433 (ms-sgl-s, Microsoft-SQL -
Server), 3306 (mysgl, MySQL), 8080 (http-alt, HTTP Alternate)
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HINES
DHCP

PC PC
WAN]| WAN|
# 0.0.0.0/32 ( ) HINES H 133.87.216.168/22
i 192.168.11.1/24 e
. Al ul
HINES tH ohep [H 1Ds|:2¢1'-§8.11.1/24
Windows Windows
192.168.11.3/24
133.87.216.168/22 (DHCP )
1 DHCP PC LAN HINES
HINES DHCP WAN ( )
31 ssh
ssh (secure shell) UNIX
[4]
( )
(Linux) SSH
hostname
4 I
/var/log/message
Jan 26 18:03:27 hosthame sshd[14688]:
Illegal user plant from 210.143.xXX.XXX
Jan 26 18:03:30 hostname sshd[14688]: Failed password
for illegal user plant from 210.143.xxx.xxx port 58026 ssh2
Jan 26 18:03:34 hosthame sshd[14690]:
Illegal user ueda from 210.143.XXX.XXX
Jan 26 18:03:37 hosthame sshd[14690]: Failed password
for illegal user ueda from 210.143.xxxX.XxxX port 59698 ssh2
Jan 26 18:03:43 hostname sshd[14692]:
Illegal user ajith from 210.143.XXX.XXX
Jan 26 18:03:45 hostname sshd[14692]: Failed password
for illegal user gjith from 210.143.xxx.xxx port 33783 ssh2
1 20
\_ /
( )
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(intrusion)

[5]
TCP Wrapper

/var/log/message
Jan 26 12:16:55 hostname sshd:
refused connect from xxxxx.xxxxx.ne.jp (58.81.XXX.XXX)

XXXXX.XXXXX.NE.jp

) ( LAN )

§3

[1] JPCERT/CC: http://www.jpcert.or. jp

[2] WORM_MYTOB.ED :http://www.trendmicro.co. jp
/vinfo/virusencyclo/default5.asp?VName=WORM%5FMYTOB%2EED
WORM_MYTOB 2006 1 23

WORM_MYTOB.OX, http://www.trendmicro.co. jp
/vinfo/virusencyclo/default5.asp?VName=WORM%5FMYTOB%2EOQX

[3] DoS (Denial of Services),

() e-Words, http://e-words. jp
[4] IT e-Words, http://e-words. jp
[5] JPCERT/CC Alert 2005-03-09: OpenSSH
http://www.jpcert.or.jp/at/2005/at050003.txt
Web (phishing)
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